
Configuration &
Connectivity

Cybersecurity
Mitigations Troubleshooting Scripting, Cloud,

and Virtualization

Remotely diagnose and
correct common problems

Identify and protect
against security
vulnerabilities

Diagnose device and
network issues

Evolving core technologies
from cloud virtualization

and IoT device security to
data management and

scripting

CompTIA A+
CompTIA A+ is the industry standard for launching IT careers into
today’s digital world. CompTIA A+ identifies the go-to person in end
point management and technical support roles.

The CompTIA A+ certification requires the individual to pass two exams:
Core 1 (220-1101) and Core 2 (220-1102). 

Networking Concepts Infrastructure Network Operations Network Security Network
Troubleshooting

Explain and implement
networking concepts

appropriately

Determine and explain
appropriate cabling,
device, and storage

capabilities

Use best practices to
manage the network

as well as ensure
business continuity

Secure wired and
wireless networks

Learn troubleshooting
methodology to support

connectivity and
performance

CompTIA Network+
CompTIA Network+ helps take your IT infrastructure to the next
level, covering troubleshooting, configuring, and managing
networks. Gain the knowledge and skills required to design and
implement functional networks on the job.

The CompTIA Network+ Certification requires the individual to pass exam (N10-008).

Which CompTIA Program Is Right For You?

CompTIA Cloud+
CompTIA Cloud+ shows you have the expertise needed to deploy and
automate secure cloud environments and protect mission-critical
applications and data. CompTIA Cloud+ covers concepts that apply
across any, or even multiple, cloud environments.

The CompTIA Cloud+ Certification requires the individual to pass exam (CV0-
003).

Cloud Architecture
and Design

Cloud Security Automation Troubleshooting

Design a solution
best-suited for the

organization

Manage and maintain
servers for configuration,

access control, and
virtualization

Optimize orchestration
procedures, backup and
restore operations, and
disaster recovery tasks

For capacity, automation,
connectivity, security, and

disaster recovery

CompTIA Security+
CompTIA Security+ is a global certification that validates the baseline
skills necessary to perform core security functions and pursue an IT
security career. Understand and use the most recent advancements in
cybersecurity technology, terms, techniques, and tools. 

The CompTIA Security+ Certification requires the individual to pass two exams:
(SY0-601) and (SYO-701). 

Assess Security
Vulnerabilities

Monitor and
Secure Hybrid
Environments

Identity
Management and

Access Control

Governance, Risk,
and Compliance

Identify and
strengthen security

posture with solutions

For cloud, IoT, and
mobile

Ensure rights and
privileges of users in

the network

Operate within
applicable laws and

policies 

Source: https://www.comptia.org/certifications
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